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NXP Semiconductors

» Headquarters: Eindhoven, The Netherlands

» Employee base: approximately 25,000
employees working in more than 25 countries with
research and development activities in Asia,
Europe and the United States, and manufacturing
facilities in Asia and Europe

= Net sales: $4.2 billionin 2011, over 62% of our

sales are derived from the Asia Pacific region (incl.

Japan)
» Customers: Leading OEMs worldwide
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Key macro growth drivers in electronics

Connected
Mobile

ﬁ \‘ﬁ Devices

F 1|

Security

W Proliferation of mobile data usage, wireless infra build-out

B Smart mobile devices: always-on, multimedia, location-based
B Connected car, many broadcast & connectivity standards

B New user interfaces (e.g., touch, joystick)

B Secure mobile transactions and secure identity

B Authentication, tagging and tracking

B Car and home access, security & remote diagnostics
B Radar and (body) scanning installations
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Strong innovation track record dating 50+ years

Eindhoven (NL) Nijmegen (NL)
Leuven (B |7
o ||l @ Hamburg (GER)

®
Caen (F) 's:) e

e (]
()
Hong Kong
Tempe (US) @

R&D key figures ® singapore

= Approximately 3,200 employees in R&D Bangalore (Indie)
of which over 2,600 support our High-
Performance Mixed-Signal businesses

» Engineering design teams in 19 locations
= 11,000 issued and pending patents

Gratkorn (Austria)

San Jose (US)—e@
San Diego (US)

Shanghai/Suzhou
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World class manufacturing capabilities

Manchester—‘ Nijmegen (NL)
|:

L4 Hamburg (GER)
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L Hong Kong/Guandong
o—— Bangkok
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Seremban

@ Front End
© Back End
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For more information about NXP: vwwww.nxp.com




Objectives

Information
assets within
business
processes

Criticality

CIA

Classification
standard

Information
assets to IT
infra / apps

Risk Profiles

Risk profile of

IT infra / apps
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RiskIT Framework (ISACA)

Risk Governance

Ensure that [T risk management
practices are embadded in the
enterprise, enabling it to secure
optimal risk-adjusted return.

Integrate
With
ERM

Establishand | ':‘akl‘-
Maintain a SK-aware

Common Risk jusincos
View Jecisions

NXP RiskMap

Business “'F'ﬁfsfe
Objectives

Articulate React to £ ""ﬁ;}:i"
Risk Events nmuni _ S

Risk Response Risk Evai.—=-

LTl |
Insure that M-related risk issues, Cnawre that [T-related risks akd
opporiunities and events are opportunities are identified, analysed
addressed in a cost-effective manner and presented in business terms.
and in line with business priorities. e
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Process steps (RiskMap 1.0)

Preparation Execution

Calibration Approval
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Add-Ons (RiskMap 2.0)

Information
Classification

Maintenance

Preparation Execution

Risk

Calibration Approval Profiles
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Process step

Buy-in from
business

Preparation Severity
process

owners

rating criteria
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Preparation

Business processes

.

Standard Products =

Automotive Q

o ~

Identification

Z o)

23 High Performance Mixed Signal wn

C:D Business Qo
W Management

o » Strategy, O

CD Budgeting & ([

Forecasting wn

m —t+

» Project, Portfolio, » Sales and operations » Key Account O

Pipelining planning Management 3

» Technology & IP » Demand Fulfillment » Demand Generation (D

Roadmapping » Engineering & » Sales Realisation T

} Project Execution Volume Ramp-up 0]

» Functional Strategy
Core processes » Man Resource Mngnt

(

-

|} Transfers-In and || |/
Out Sourcing
Factory Operatlons

7

Support processes

MMHHHHMMW

Management Team




NXP Processes and Main Linkages

Customer & Market Requirements

Product Creation
Order Fulfilment
Sales & Marketing

Business Management

Customer Satisfaction

Key Account . Demand . Sales and
— . > .
Management Generation .| Operation plan
Budgeting
> &
Forecasting
A A
A 4 A 4
Company . Engineering & Sales
—> > > . —>
Strategy TS U Volume Ramp up Realisation
A A
\ 4 A 4 A 4 \ 4
L)) Functional Manufacturing Transfers-In
— Acquisitions [<| Stateav(eg. —»)  Resource « (—s| = and i o ZRRN - IR
q Industrial) Management OutSourcing P
Business Management — Strategy and Business Plan Review
Strategy HRM F&A Purchasing IT Quality Legal Sustainability Communications
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Expressing impact in business terms

R ERAEERS
Efficiency

Confidentiality
Integrity
Availability
Compliance
Reliability

Balanced
Scorecard
(BSC)

Financial
Customer

Internal
Growth

Strategic
Operations
Reporting
Compliance

FAIR

Productivity
Response
Replacement

Competitive
advantage
Legal
Reputation

Finance
Operations
Customer
Employee
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Expressing impact in business terms

Effectiveness
Efficiency

Confidentiality
Integrity
Availability
Compliance
Reliability

Financial
Customer
Internal
Growth

Strategic
Operations
Reporting
Compliance

Productivity
Response
Replacement
Competitive
advantage
Legal
Reputation

Finance
Operations
Customer
Employee
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Severity rating criteria

Severity rating

Property of information

Business A-Very high, B-High, C-Medium,
impact type D-Low, E-Very low
Ref Impact A 5 & D =
' P Very high  High Medium Low  Verylow
Financial
1 | LOss of sales, orders or Financialimpact | 20% + [11% to 20%) 6% to 10%| 1% to 5% | -€5S than
contracts 1%
Loss of tangible assets (e.g.
. - $Imto | $100Kto | $10Kto | Lessthan
F2 If;?g:je Sttr)1eft of money, lost Financial impact $30m+ $30m $1m $100K $10K

Penalties/legal liabilities (e.g.
F3 breach of legal, regulatory or Financial impact $30m+
contractual obligations)

$1m to $100Kto | $10Kto | Less than
$30m $1m $100K $10K

Unforeseen costs (e.qg. $Imto | $100Kto | $10Kto | Lessthan

Fa recovery costs) Financialimpact | $30m+ $30m $1m $100K $10K
F5 | Depressedshareprice (€.9. |, o ot share value| 25% +  [11% to 25%| 6% to 10% | 1% to 5% | -SS than
sudden loss of share value) 1%
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Process step

Information Information

Information

Execution Asset
selection

Asset rating Asset
(C, I,A) mapping




Rating of information assets (1)

Key
Business
process

Business
process

Execution

Information is Information is Information Information
disclosed modified IS IS
without without THEVEUE I EVEE [
authorization authorization for 1 hour for 1 day

Information Type

Sales & Key Account | Customer Ranking
Marketing Management
Sales & Demand Customer Opportunity
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting
Marketing Generation
Sales & Demand Customer Forecast
Marketing Generation
Sales & Sales Customer Contracts
Marketing Realization
Sales & Sales Design Win
Marketing Realization
) ¥ 4 PUBLIC 19
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Rating of information assets (2)

Execution

Information is Information is Information Information

Key Business : . :

Business process Information Type Sl modified 'S 'S
r0cess without without  unavailable unavailable

P authorization authorization for 1 hour for 1 day

Sales & Key Account | Customer Ranking Medium Low Low Low

Marketing Management

Sales & Demand Customer Opportunity : :

Marketing Generation / Requirements High SR Low Low

Sales & Demand Pricing & Quoting :

Marketing Generation ol A

Sales & Demand Customer Forecast : :

Marketing Generation Al Al ol =2

Sales & Sales Customer Contracts : :

Marketing Realization Al Al ol ol

Sales & Sales Design Win :

Marketing Realization Al Low ol ol
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Mapping of information

applications (1)

Key

Business

assets to

Execution

: : Appl A Appl B Appl D
Business process Information Type (CLASS) (i2) (CRM)
process
Sales & Key Account | Customer Ranking

: X X
Marketing Management
Sales & Demand Customer Opportunity X
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting N
Marketing Generation
Sales & Demand Customer Forecast X
Marketing Generation
Sales & Sales Customer Contracts N
Marketing Realization
Sales & Sales Design Win X
Marketing Realization
‘ ' PUBLIC 21
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Mapping of information assets to
applications (2)

Key

Business

Execution

: : Appl A Appl B Appl D
Business process Information Type (CLASS) (i2) (CRM)
process
Sales&_c Key Account | Customer Ranking MicleleimiLlele
Marketing Management
Sales & Demand Customer Opportunity oML L
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting
: : L|H H

Marketing Generation

Sales&_c Demand_ Customer Forecast R L

Marketing Generation

Sales & Sales Customer Contracts
: . HIH|L|L

Marketing Realization

Sales & Sales Design Win

Marketing Realization LiHIL L)L
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Mapping of information

applications (3)

assets to

Execution

_ Appl A Appl B Appl C Appl D
Key Business _ (CLASS) (i2) (B2B) (CRM)
Business process Information Type
process
Sales & Key Account | Customer Ranking
: M L L|L
Marketing Management
Sales & Demand Customer Opportunity oML L
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting L Ll
Marketing Generation
Sales & Demand Customer Forecast N alelL
Marketing Generation
Sales & Sales Customer Contracts Himle L
Marketing Realization
Sales & Sales Design Win
Marketing Realization S L R
‘ ' PUBLIC 23
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Process step

Information

Application
Calibration Asset
calibration

criticality
verification




Mapping of information assets to
applications — after calibration

Calibration

_ Appl A Appl B Appl C Appl D
Key Business | (CLASS) (i2) (22B) (CRM)
Business process Information Type
process
Sales & Key Account | Customer Ranking
: M
Marketing Management
Sales & Demand Customer Opportunity oML L
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting Ll Ll
Marketing Generation
Sales & Demand Customer Forecast HlinlL alelL
Marketing Generation
Sales & Sales Customer Contracts Himle L
Marketing Realization
Sales & Sales Design Win
Marketing Realization S L R
‘ ' PUBLIC 25
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Mapping of information assets to
applications — after calibration

Calibration

_ Appl A Appl B Appl C Appl D
Key Business | (CLASS) (i2) (22B) (CRM)
Business process Information Type
process
Sales & Key Account | Customer Ranking
: M
Marketing Management
Sales & Demand Customer Opportunity oML L
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting Ll Ll
Marketing Generation
Sales & Demand Customer Forecast HlinlL alelL
Marketing Generation
Sales & Sales Customer Contracts Himle L
Marketing Realization
Sales & Sales Design Win
Marketing Realization S L R
‘ ' PUBLIC 26
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Process step

Business

Process
owners

Approval
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Status

51 business 56 information

7 business 14 business

domains processes

applications assets




Usage

Project / Audit

Risk disclosure Security Monitoring &

baseline Control

priorities




Add-On

Information Information
Classification Asset
Standard Inventory

Information

Classification




Classification categories

PUBLIC

CONFIDENTIAYSECRET

)
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Classification example

Classification

Process Information COMPANY | COMPANY | COMPANY | COMPANY
PUBLIC INTERMAL CONFIDENTIAL SECRET
Holding
MXP legal entity/ reporting entity structure and changes to it H
Debt/Equity before publication of financial results b b
Stock Based compensations X

Earnings per share

Group Equity

Annual report/ Quarterly report related disclosures
M & Atransactions

®oox X X
®oox X X
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Rating of information assets (1)

. Confiden-
» C PDIOCE O allO pDe C
PDIOCE

Sales & Key Account | Customer Ranking

Marketing Management

Sales & Demand Customer Opportunity

Marketing Generation / Requirements

Sales & Demand Pricing & Quoting

Marketing Generation

Sales & Demand Customer Forecast

Marketing Generation

Sales & Sales Customer Contracts

Marketing Realization

Sales & Sales Design Win

Marketing Realization

\
4

y
b
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Rating of information assets (2)

. Confiden-
» C PDIOCE O allO pDe . C
tial

PDIOCE

Sales & Key Account | Customer Ranking X

Marketing Management

Sales & Demand Customer Opportunity

Marketing Generation / Requirements

Sales & Demand Pricing & Quoting X

Marketing Generation

Sales & Demand Customer Forecast X

Marketing Generation

Sales & Sales Customer Contracts X

Marketing Realization

Sales & Sales Design Win X

Marketing Realization
‘ ' PUBLIC 34
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Mapping of information
applications (1)

assets to

Key Business
: : Appl A Appl B Appl C Appl D

Business process Information Type (CLASS) (i2) (B2B) (CRM)
process
Sales & Key Account | Customer Ranking

: X X
Marketing Management
Sales & Demand Customer Opportunity X
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting N X
Marketing Generation
Sales & Demand Customer Forecast

: : X X
Marketing Generation
Sales & Sales Customer Contracts N
Marketing Realization
Sales & Sales Design Win X X
Marketing Realization
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Mapping of information assets to
applications (2)

Key Business
: : Appl A Appl B Appl C Appl D

Business process Information Type (CLASS) (i2) (B2B) (CRM)
process
Sales & Key Account | Customer Ranking Confiden- | Confiden-
Marketing Management tial tial
Sales & Demand Customer Opportunity Internal
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting Confiden- Confiden-
Marketing Generation tial tial
Sales & Demand Customer Forecast

: : Secret Secret
Marketing Generation
Sales & Sales Customer Contracts Confiden-
Marketing Realization tial
Sales & Sales Design Win Confiden- | Confiden-
Marketing Realization tial tial
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Mapping of information assets to
applications (3)

_ Appl A Appl B Appl C Appl D
Key Business _ (CLASS) () (B2B) (CRM)
Business process Information Type Confid Confid
process ontiden- Secret Secret ontiaen-
tial tial
Sales & Key Account | Customer Ranking Confiden- | Confiden-
Marketing Management tial tial
Sales & Demand Customer Opportunity Internal
Marketing Generation / Requirements
Sales & Demand Pricing & Quoting Confiden- Confiden-
Marketing Generation tial tial
Sales & Demand Customer Forecast
: . Secret Secret
Marketing Generation
Sales & Sales Customer Contracts Confiden-
Marketing Realization tial
Sales & Sales Design Win Confiden- | Confiden-
Marketing Realization tial tial
‘ PUBLIC 37
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Add-On

Risk Security Gap

Profiles Controls Analysis




.
Gap analysis

Required
Application A Security
Controls

Risk Implemented
Profile Security
Application A Controls
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Where can | store my data?

Application Internal Confidential

Collabnet 4 4
Enovia v v
DesignSync v v
Office365 v 4
File Shares v Y
Wiki v v
Email 4 v

* No technical IP or Personal Employee information

v
v
Yf
v
v
v

¥ *

Risk profiles

XXXXXXX
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Add-On

Change Review

Maintenance
Management cycle




.
Review cycle

Risk
assessment

Updated

RiskMap Approval
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Lessons learned

Preparation

Calibration

Execution

Approval

» Management buy-in

» Business impact reference
» Uniformity (assets / rating)
» Moderation of workshops
» Start small, grow steady

» Calibration

» Approval

» Maintenance
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